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Ten years ago we didn’t have smartphones; we didn’t have Facebook, Twitter or YouTube; and laptops were taking over from PCs. Back then, offshore
wind was an ambition rather than an
industry and total installed wind capacity was one-sixth the size it is now.
Between 2004 and 2013, global capacity grew from 47.6GW to 318GW, and
this is thanks to technology. Investment
in innovation has helped the industry
to develop more efficient turbines, as
well as opening new markets. This has
helped onshore wind reach parity with
other energy sources in some regions.
But no sector can afford to stand still. In
this special report we will look at some
of the key technology trends to shape
the industry over the next decade.
Here are ten of the most important:

Financial innovation: Constraints on
research funding are unlikely to change
soon, so firms will need to think creatively to secure the backing they need.
10MW turbines: The race to develop
10MW offshore turbine will be a fascinating one. Knowledge gained here can
only help their dry land counterparts.
Floating foundations: These will be
key as offshore wind grapples with
tougher seabed terrain, and as the market opens up in Asia, especially Japan..
Better asset management: Investors
and operators will want to be able to
predict, identify and fix faults in order
to reduce turbine downtime. This sort
of technology will be important as the
asset management processes evolve.
Energy storage: This will become
more important as grid operators look
to make grids more responsive to fluctuations in supply and demand.

Global financial crisis: The financial
crash that rocked the world economy
since 2008 is continuing to affect research budgets. Patents application
data shows that the rate of innovation
has decreaased (see p.5). This will slow
the rate of tech research for years.

Data security: The emergence of
smart grids and digital asset management tools will bring with it more
responsibility to keep data safe (see
p.24).The wind sector has not yet been
subject to hacks like oil and gas, but it is
only a matter of time.

Incremental improvements: Investors want to focus their spending on
projects with certain returns (see p.10).
This means innovation will focus on improving existing products rather than
the groundbreaking. Both are needed.

Advanced materials: The industry is
reaching the limits of what it can do
with current components, so there will
be more focus on the use of new materials like graphene to make turbines
lighter, stronger and more efficient.

Manufacturer tie-ups: General Electric and Alstom agreed a tie-up in June;
Areva and Games signed contracts for
theirs in July; and the Mitsubishi Heavy
Industries and Vestas vehicle MHI Vestas went live in April. Deals like these
could speed up incremental improvements but reduce the opportunities
for wider market innovation.

We’ll check back in ten years’ time to
see if we’re right. n
For more information about our special reports, please check our website.
If you want to contact me then call, find
me on Twitter (@RichHeap), or email:
richard@awordaboutwind.com
And thanks for reading.

© A Word About Wind, 2014

Investing in Tech

4

MAXIMISING YOUR WIND ASSETS
ONSHORE & OFFSHORE
With over 20 years experience
managing wind farms
RES offer full asset management or
specific project support
We safely optimise reliability,
availability and energy yield from
our 24 hour control room

Click for more information:
www.res-group.com/onshore-asset-management
www.res-offshore.com/asset-operation-and-maintenance
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Databank: Evolution, not revolution

DATABANK:
EVOLUTION, NOT
REVOLUTION
Patents data shows the global financial
crisis is still a drag on tech innovation
“As the industry has
matured, the amount
of time and level of
investment required
to introduce the same
percentage change
in the cost of energy
has significantly
increased.”

T

he development of innovative technology in the wind industry is heavily reliant on big manufacturers rather than small
players, a study of global patents has shown.
US consultancy Totaro & Associates has
tracked more than 38,000 global patent
filings on wind turbines over the last four
years, and this month produced its third
quarter ‘Global Wind Innovation Trends’ report. This study shows that the ten largest
wind manufacturers control more than half
(56%) of all wind patent filings, and more
than three-quarters (77%) of those that are
applicable to the entire industry or could
be potentially infringed.

search grew from below 4% in 2011/12 to
between 5% and 6% now.
This is a challenge for the industry because
turbines have been constantly improving,
and so it is getting increasingly expensive to
achieve the same 5%-10% decrease in the
cost of energy.
“As the industry has matured, the amount
of time and level of investment required to
introduce the same percentage change in
cost of energy has significantly increased,”
he says. This is partly because of challenges
with gaining research funding from public
and private sources.

Philip Totaro, founder and chief executive of
Totaro & Associates, said the study shows
a slowdown in patent applications after a
drop in investment in research and development. The number of patents filed only
grew by 7% between 2011 and 2012, compared with an average annual growth rate
of 47% between 2007 and 2011. It then
dropped between 2012 and 2013.

But Totaro adds that he expects the pace of
innovation to pick up in the coming years as
companies set aside more of their budgets
for research and development.

This follows a study that the company produced earlier this year, to coincide with
the American Wind Energy Association’s
Windpower 2014 conference in May. This
reported that the amount spent annually
on research and development in the industry dropped from $1.25bn in 2010 to
$715m in 2013. However, as a percentage
of total revenue, the amount spent on re-

Manufacturers are experimenting with advanced materials to reduce the weight of
parts and make them easier to install.

This trawl of patents has identified the six
areas where innovations are happening:
REDUCING COMPONENT WEIGHT

These include low cost carbon and hybrid
fabrics to cut the weight of blades; electronics using the super-thin and super-conductive material graphene; and alternatives to
rare earth materials.
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Databank: Evolution, not revolution
IMPROVING TURBINE RELIABILITY

Portfolio evalution of top ten turbine OEM patent holders
Low

Medium

Medium /
High

High

Total

General Electric /Alstom
Number of patents

330

1041

170

27

1568

% of company portfolio

21.0%

66.4%

10.8%

1.7%

% of entire industry total

10.1%

15.8%

25.7%

36.5%

14.8%
950

Siemens
Number of patents

153

687

100

10

% of company portfolio

16.1%

72.3%

10.5%

1.1%

% of entire industry total

9.0%

4.7%

15.1%

13.5%

9.0%

169

592

106

10

877

% of company portfolio

19.3%

67.5%

12.1%

1.1%

% of entire industry total

5.2%

9.0%

16.0%

13.5%

8.3%
600

Vestas
Number of patents

Guodian United
Number of patents

101

498

1

0

% of company portfolio

16.8%

83.0%

0.2%

-

% of entire industry total

3.1%

7.5%

0.2%

-

5.7%

184

300

53

4

541

% of company portfolio

34.0%

55.5%

9.8%

0.7%

% of entire industry total

5.6%

4.5%

8.0%

5.4%

5.1%
469

Mitsubishi Heavy Industries
Number of patents

Sinovel
Number of patents

33

433

3

0

% of company portfolio

7.0%

92.3%

0.6%

-

% of entire industry total

1.0%

6.6%

0.5%

-

4.4%

17

244

20

0

281

% of company portfolio

6.0%

86.8%

7.1%

-

% of entire industry total

1.0%

6.6%

0.5%

-

2.6%
274

Suzlon / Senvion
Number of patents

Enercon
Number of patents

74

173

24

3

% of company portfolio

27.0%

63.1%

8.8%

1.1%

% of entire industry total

2.3%

2.6%

3.6%

4.1%

2.6%
220

Turbines are getting bigger, which means
that wind farm owners stand to lose more
financially if individual turbines stop working. Efforts to improve turbine reliability include innovations in drivetrain designs; the
development of direct-drive technology to
remove the risk of gearbox failures; and simplifying electronic components.
SUPPORTING FLEET MANAGEMENT
AND MAINTENANCE
Manufacturers are developing systems so
they can predict, identify and fix faults in
order to reduce turbine downtime. This includes installing sensors to monitor damage
accumulation, calculate the remaining useful life of components, and schedule maintenance before faults occur. Firms are also
looking at remote inspection technologies
including tower-climbing ‘robots’.
OPTIMISING ENERGY OUTPUT
Efforts to improve the efficiency of turbines
is also focused on making sure an optimum
amount of energy is being produced all the
time, regardless of prevailing conditions. Innovations include modular component designs that give wind farm operators different
options for hub height and rotor size, so turbines can be tailored more precisely to the
conditions. Other improvements are being
made to blade structures.

Gamesa

Source: Totaro & Associates

Number of patents

57

154

9

0

% of company portfolio

25.9%

70.0%

4.1%

-

% of entire industry total

1.7%

2.3%

1.4%

-

2.1%

30

121

20

3

174

% of company portfolio

17.2%

69.5%

11.5%

1.7%

% of entire industry total

0.9%

1.8%

3.0%

4.1%

1.6%
10661

Nordex
Number of patents

Whole industry
Number of patents

3270

6606

661

74

% of portfolio

30.8%

62.3%

6.2%

0.7%

% of entire industry total

35.1%

64.2%

76.6%

77.0%

Turbines are getting
bigger, which means
that wind farm
owners stand to lose
more financially if
individual turbines
stop working.

56.1%

Relevance Assessment

Low

Patent / application is not relevant to the pervasive set of technologies and products in the industry.

Medium

May have been relevant in the past or is simply not broadly applicable. Multiple methods of design around exist.

Medium-High

Important filings which the industry needs to be cognizant of, but
these can likely be avoided / mitigated.

High

Critical filing which has been asserted, licensed or enforced; or is
otherwise likely to be in the future due to claim breadth.
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General Electric was
top performer on both
of the study’s metrics.
The Alstom deal has
reinforced its position.

7

Databank: Evolution, not revolution

Developers want turbines that act in a similar
way to power stations, which means designing them with controls that mean they can
adapt to changes in demand. For example,
integrated storage systems mean energy can
be saved until peak times.
COPING WITH PROBLEMS OFFSHORE
Offshore wind farms are getting larger and
further out to sea, which poses new problems.This is why manufacturers are looking at
custom installation vessels and methods; new
types of foundations including jacket, monopile, suction bucket and floating; and pitch
control to optimise blade performance.
Alongside its rundown of key trends in patents, the consultancy also reported on which
companies are the largest holders of intellectual property in the wind industry. Unsurprisingly, large manufacturers dominate, with
General Electric strengthening its position after agreeing to acquire Alstom’s wind assets.
The consultancy has analysed manufacturers
based on both the number and importance

of patents they hold (see box, p.6), and how
they compare to their industry rivals. Totaro
says that big turbine makers hold a large proportion of the industry’s intellectual property
because of the cost of carrying out research
and development.
The research indicated that 0.7% of issued
patents would have a big impact on the
whole industry if that technology was universally used, and another 6.2% cited as potentially important in future depending on how
technology evolves. The remaining 93.1%
simply give the holder basic intellectual property protection on technologies that they
use, but few others do.
General Electric was top performer on both
of Totaro’s metrics, and the deal with Alstom
has reinforced its position. Some 1.7% of the
patents in the combined portfolio are ranked
as very important. GE also holds 36.5% of
the industry’s most important patents, ahead
of Siemens (13.5%) and Vestas (13.5%).
But, according to this data, these are simply
the best performers in an industry where
new groundbreaking innovations are harder
to come by. n

EXPERIENCE MATTERS
DNV KEMA
GARRAD HASSAN
GL RENEWABLES CERTIFICATION
DNV GL IN ENERGY

In DNV GL we unite the strengths of DNV KEMA, Garrad Hassan and GL Renewables Certiﬁcation.
Our 2,500 energy experts take a broad view to support customers around the globe in delivering
a safe, reliable, efﬁcient and sustainable energy supply. Our testing, certiﬁcation and advisory
services are independent from each other.
www.dnvgl.com/energy

SAFER, SMARTER, GREENER
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Opinion: Chris Hill, Offshore Renewable Energy Catapult

TECHNOLOGY
COLLABORATION
IS KEY TO WIND’S
SUCCESS
The UK government set up the Offshore
Renewable Energy Catapult last year
to promote tech innovation in offshore
renewables. Here is its highlights so far.
Chris Hill is Innovation
Engineering & Programmes
Director for the Offshore
Renewable Energy (ORE)
Catapult
www.ore.catapult.org.uk

G

reater consensus and collaboration
across the public, private and academic sectors is vital in order to tackle the
technology challenges facing the UK offshore renewable energy industry.
It is necessary in order
to drive down industry
costs, and ensure the
UK maintains its competitive edge as the
world leader in a rapidly developing offshore
global market.

In order to capitalise on this economic opportunity, we need greater collaboration
and knowledge sharing within industry to
drive cost reduction.
There are already good
collaborative
programmes in the sector,
such as the joint industry Structural Lifecycle
Industry Collaboration
(SLIC) project, but we
need more and it is
essential that industry,
academia and the public sector all pull in the
same direction if the UK is to realise its
abundant, affordable energy potential from
offshore wind, wave and tide.

“ORE Catapult is
helping identify the
industry’s biggest
challenges and
focusing the best
research in the field to
address them.”

The Offshore Renewable Energy (ORE) Catapult was set up to
help the UK seize the opportunity to lead
the world in offshore wind, wave and tidal
energy production. Our recent study, Generating Energy and Prosperity, highlights the
huge potential economic value of a vibrant
offshore renewable energy sector - the UK
economy could gain £6.7bn per year and
150,000 jobs by 2020.

ORE Catapult has established Industry and
Research Advisory Groups that are helping
to identify the major challenges to the development of more affordable energy from
our offshore renewable energy resources,

© A Word About Wind, 2014
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sharing and focusing the best research in
the field and providing clear direction for
the innovation effort to address them.

“Collaboration
will deliver cost
reductions; create a
long-term industry;
and provide the
return on investment
required to attract
investors.”

From this, the Catapult is launching major
collaborative innovation programmes and
driving technology innovation by using our
world-leading test and demonstration assets and building a core capability and deep
technical expertise in areas we believe the
industry must focus on to drive down costs.
Within the wind sector, the SPARTA project, in collaboration with The Crown Estate, is establishing a database for sharing
anonymised offshore wind farm performance and maintenance data which, for
the first time, is providing owner/operators
with robust, reliable benchmark data, helping to identify operational improvements
and cost reduction opportunities at both
company and sector-wide levels. We have
also brought together eight major owner/
operators to look at ways to improve performance in operating and maintaining offshore wind farms by sharing learning and

9

best practice, and developing technology
innovation programmes which ORE Catapult will lead. And, in order to assess industry progress towards cost reduction and
achieving the Government target of £100/
MWh by 2020, we are leading the development, with The Crown Estate, of a Cost
Reduction Monitoring Framework.
In the marine sector, with commercial-scale
marine energy farms close to deployment
in UK waters, we lead the Marine Farm Accelerator programme, looking at developing technologies that are essential for these
energy arrays and accelerating their development to enable future cost savings.
Ultimately, collaboration will deliver cost
reductions. It will enable the industry to
gain more government and public support.
And it will provide the return on investment required to attract investors and develop a long-term, sustainable industry that
will deliver huge economic and social benefits in both the UK and overseas. n

© A Word About Wind, 2014
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Finance: The innovation funding challenge

THE INNOVATION
FUNDING
CHALLENGE
Challenges with gaining funding from
private and public sources are stifling
tech innovation. How can we fix them?

T
“The days of building
new things are pretty
much done, and that’s
a shame because there
are so many great
ideas on the table.”

he wind industry is barely recognisable
from where it was ten years ago.

ogy? And which innovations do we expect
to shape the next ten years?

Global capacity has grown by more than
sixfold — from 47.6GW in 2004 to
318.1GW in 2013 — and the turbines are
now taller, larger and more efficient than
ever before. It is the investment of time
and money in technology among wind’s
major players that has made this possible.

Wally Lafferty, who formerly held senior
research and development roles at Vestas
and Areva, says most truly ground-breaking research came to a halt following the
financial crisis of 2008. This put manufacturers’ budgets under significant financial
pressure, and at the same time they had
to drive down the cost of turbines to
compete with the growth of shale gas.
The result is that firms are now focused
on incremental improvements to existing
technology rather than major innovations.

But the industry is now reaching a challenging point. Understandably, major manufacturers have focused on making incremental improvements to the turbines that
are already there, and they will continue to
make turbines more efficient.
The challenge for the wind sector is that
it will cost more to make the same incremental improvements in turbines that it
has managed in the last ten years.
This raises big questions about funding.
Where will the money come from to fund
the next set of changes in wind technol-

“The days of building new things are pretty
much done, and that’s a shame because
there are so many great ideas on the table,” he says. Lafferty says that the industry
needs investors who are willing to take a
risk on new types of technology, but most
want certainty over their returns.
The big issue here is that wind technology
funders tend to be conservative.

© A Word About Wind, 2014
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PRIVATE FUNDING
There are three main ways to fund research and development activity in the
wind industry.The first is to reinvest profits;
the second is to secure funding from external investors; and the third is to gain financial backing from government schemes.
But all three present problems for manufacturers, and the result is that most of
these companies are now focused on making minor improvements to their existing
products rather than ground-breaking innovations (see Patents data, p.5).
When it comes to reinvesting profits, the
energy industry is well behind other parts
of the economy. In the US, for example,
the American Energy Innovation Council
— whose principals include Bill Gates —
said in its 2011 report ‘Catalyzing American Ingenuity: The Role of Government in
Energy Innovation’ that companies in the
energy sector reinvest only 0.4% of their
Bill Gates is seeking to
highlight low levels of
public investment in
energy innovation

11

total sales in research and development,
compared with 20.5% in pharmaceuticals,
11.5% in aerospace and defence, and 7.9%
in computers and electronics.
There are some good reasons for this.
Funding the development of new energy
technology takes a lot of money up-front,
and it typically takes a long time to recoup
this investment, if it ever happens. Profit
margins in the energy sector are also lower
than those in other sectors.
The health of the wind sector still relies to
a large extent on the support of governments, which can change at short notice.
It makes little sense for manufacturers to
spend a lot of money developing new
products if they end up launching them
into an unsupportive market, and so it is
natural that many would choose to invest
in improving existing technology than taking a risk on something new.
In theory, it would make more sense for
the manufacturer to bring in external funding, but private investors are also aware
of the high costs and uncertain returns of
developing new technology. If an investor
wants a guaranteed return then it makes
little sense to invest in fledgling technology
that may not succeed commercially, or may
not even work.
Of course, there are some notable exceptions. In 2013, Google bought start-up Makani Power, which is developing airborne
wind turbines, and integrated it with its
innovation arm Google X. This part of
Google is developing technology including
Google Glass eyewear, and self-driving cars
Google Chauffeur. Kojo Ako-Asare, Google’s head of corporate investment, said that
the firm is open to investing in new technology firms but it is not a primary focus.
This sort of strategy makes sense for
Google because it has experience of owning and investing in wind farms so could, if
needed, provide support to help commercialise new wind technology; and, with sales
of more than $55bn, it could afford to absorb a loss if the idea did not go anywhere.
Flying turbines are also not totally unproven. Altaeros Energies, a company formed

Source: Wikimedia Commons
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Makani Power flying turbine, now part of Google X
chance, and so tend to focus on investments with more certain returns.
PUBLIC FUNDING

Source: Makani Power
out of the Massachusetts Institute of Technology, is carrying out an 18-month demonstration project in Alaska with financial
backers including RNT Associates, which
is controlled by former Tata Group chairman Ratan Tata. Tata Group subsidiary Tata
Power is a leading Indian wind developer.
Innovation funds such as the Bill & Melinda
Gates Foundation and the Virgin Green
Fund, part of Richard Branson’s Virgin empire, are also seeking investments in green
energy technology firms as part of their
wider investment plans. These investors,
while not wanting to throw large amounts
of money at risky deals, could afford to
take a loss if things didn’t work out. Many
private investors are not keen to take that

So there are challenges with securing private funding for research and development,
which leaves governments, universities and
other public bodies to support wind innovation. One problem for manufacturers using government support is that using public
funds immediately constrains firms as to
how they can use the funding; and over the
extent to which they can profit afterwards.
Firms that use public funding often have to
make patents publicly available and share
the intellectual property.
And another problem is that, for governments, wind energy is a comparatively
small sector and it gains far less research
and development funding than sectors like
health and defence (see box, below).
For instance, the European Union set aside
a budget of €50.5bn for investing in research and development between 2007
and 2013, of which €2.35bn went to nonnuclear energy and, of that, only around
50% went to the renewable energy sector
and energy efficiency projects. Between
2007 and 2011, only 4.6% of the non-nuclear budget went to wind, which amounted to €88m over five years. That level of

Boosting public and private investment in research and development
Governments can provide vital financial
support for companies in the wind sector who are seeking to develop innovative products. However, the amount made
available for renewable energy is tiny.
For instance, in the US, wind energy receives less than 0.04% of total research
and development budget of the federal
government. The National Science Foundation has reported that only 2% of the
federal government’s research budget
goes to wind, compared with 60% on defence and 25% on health; and only 2% of
those energy funds go to wind. That is a
tiny proportion of the overall funding pot.
The American Energy Innovation Council
is seeking to increase funding for renewable energy. Its 2011 report, ‘Catalyzing
American Ingenuity: The Role of Government in Energy Innovation’ said that the
federal government had an integral role
to play in advancing energy innovation
because the private sector could not be
trusted to do so.

It said the private sector systematically
under-invested in clean energy research
and development because such innovations were expensive up-front but with a
long payback period; and because private
markets did not exist for certain benefits
including protecting the environment.
One of its ideas was to re-direct subsidy
funding for operational schemes towards
research projects.
It added that government-funded R&D
had enabled the US to lead in areas including defence, health, agriculture, and
IT — and that it could achieve similar in
the US with strong government support.
Countries who invest in wind innovations
will only benefit as the industry grows.
The International Energy Agency has also
identified a shortage of government funding for wind innovations are a barrier to
achieving reductions in the cost of the
energy source. The agency’s 2013 report
on the state of wind innovations, its ‘Technology Roadmap: Wind Energy’, said that

clear financial support for wind research
and developer would send a strong message to both the public and private sectors that they should engage with the
wind sector for the long term.
This recommended that governments
should establish their funding commitment levels for the next decade of wind
energy research and development; and
provide demonstration funding for ideas
that would not be pursued without extra
support. It said both should be completed
by 2020. It said that governments needed
to increase by up to five times the current
funding levels for wind power.
Governments could also help with establishing test fields and facilities, such as German offshore test field Alpha Ventus; and
the National Renewable Energy Centre in
Blyth in the UK. This could help governments support the long-term research
that the industry needs — and reap
benefits of becoming a world leader in a
growing part of the energy sector.
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funding is not enough to make a significant
difference to the sector.
That is not to say that the European Union
is the only source of funding for the wind
sector, but it does demonstrate the competition that the wind sector faces if it is to
win public funding.
The EU now has its Horizon 2020 innovation programme, which runs from 2014
to 2020. Its aim is to help support businesses in the energy sector to bring their

Ten tech innovations that could shape wind by 2024
Turbines will continue to evolve over
the next ten years. Here are ten of the
top technology trends that we expect
to shape turbine designs between
now and 2024:

1

Floating foundations: We have
seen prototypes in Europe in
the last few years, but growing
interest in offshore wind in Japan
will help push the technology forward.

2

Energy storage: Operators are
looking at how they can use
battery schemes to store excess energy produced at times
of low demand, so they can sell when
demand is high. This will help grids to
cope with fluctuating demand, and enable investors to maximise their projects’ value.

3

Two-blade turbines: The industry has debated for years
whether turbines with three
blades or two blades are more
efficient. Three blades became the
standard. However, we are now seeing companies questioning this in their
schemes, and last month a subsidiary
of 2-B Energy agreed a deal with the
Crown Estate for a two-blade turbine
offshore demonstration site off the
coast of Scotland. We expect to see
more two-blade turbines installed as
the industry keeps debating.

4

Lidar: This remote sensing technology uses laser to map the
wind flow of development sites,
and enables developers to plan
schemes more efficiently (see Opinion, p.18). This is increasingly critical to
project success.

5
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Space frame towers: In March,
General Electric revealed its
space frame turbine tower,
where a tower is comprised of
a steel lattice covered with a polyester
fabric. The US giant says these towers
would enable GE to build taller turbines, and install them in difficult-toreach locations.

6

Anti-icing blades: The wind industry is constantly looking at
how it can take turbines to evermore-remote locations, and the
development of anti-icing blade technology — from hot air-flow systems
within the blades to anti-icing paint —
is helping to take turbines into colder
climates. One to watch.

7

Uses for graphene: Graphene is
a ‘wonder material’ that was created by the University of Manchester ten years ago. It is one
atom thick, 100 times stronger than
steel, weights very little, and is highly
efficient at conducting electricity. Potential uses include super-light turbine
blades and in battery schemes — although the material itself is yet to be
commercialised.

8

Offshore motherships: As wind
farms get further out to sea, so
the challenges of operating and
maintaining them gets tougher.
The Carbon Trust has spent the last
few years developing the idea of offshore ‘motherships’ so technicians can
be based on offshore motherships
close to the schemes they are working
on. We expect to see some of these
built in the next decade.

9

Advanced condition monitoring
systems: Using sensors to analyse turbine performance and
identify faults is not new, but this
software will continue to develop fast
over the next ten years. The result will
be ‘smart’ turbines that can react instantly to changing wind conditions.

10

Direct-drive versus gearboxes: Over the last three
years, manufacturers including Siemens and Alstom have worked hard to make
direct-drive turbines more efficient
and competitive. We doubt they will
replace turbines with gearboxes, because their magnets rely on the use
of rare earth materials, but ongoing
competition between the designs will
drive improvements in both.

new ideas and products to market. The European Wind Energy Association said that
Horizon 2020 represented a 41% increase
in the EU research budget, and welcomed
the near doubling of non-nuclear energy
research funding to €5.6bn over the funding period. Even so, it is unclear how much
of this would go to wind.
WHERE DO WE GO FROM HERE?
So we have seen there is uncertainty
over funding from both private and public
sources. The difficulty is knowing how to
increase the amount of investment in technology projects.
This will be tough as wind continues to be
affected by short-term changes in government policies, which will undermine the
confidence among investors to put money
into long-term research. Tough economic
conditions in the Eurozone, the US and
some Asian markets, including China, will
mean that the focus among investors will
remain on investing in projects with guaranteed returns.
One approach to encouraging innovation
is through collaborative industry working groups, such as the group established
in July by the UK Government’s Offshore
Renewable Energy Catapult to find ways
to improve the maintenance and reliability of offshore wind farms (see p.8). The
eight firms in this group are Centrica, Dong
Energy, EDF Energy, E.On, RWE, Scottish
Power, SSE and Vattenfall.
Groups like this can help with the development of new approaches and technology
to help to drive down the cost of operating
offshore wind farms. These can also make
an important contribution to the evolution
of the sector, although their potential to do
anything truly novel will surely be stymied
by the fact that the companies involved will

Gaining long-term
financial support is tough
as wind continues to be
affected by short-term
changes in government
policies, which often
undermine confidence.
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The European Union is
backing wind innovation,
through its Innwind project

Source: futureatlas.com

There are exciting
innovations that will
have a major impact on
the sector by 2024. But
there is so much more
that could be done.

not want to simply give away their most
exciting ideas.
There is also the EU’s Innwind project,
which is a collaboration between 27 European businesses and research establishments that aims to design an efficient
20MW turbine by the end of 2017. Of
course, it is one thing to design such a project, and quite another for someone to actually commercialise it.
And the other approach is to attract more
well-resourced individuals, such as Gates or
Branson, who are able to invest in exciting projects on the basis that they could

be a huge success. These types of investors
would be the sort who could invest in ‘disruptive’ new technology.
For the time being, though, incremental improvement will continue to be the order
of the day.
Funding innovation will continue to be
a challenge, but we should not get too
downhearted. There are still exciting innovations out there that we expect to have a
major impact on the wind sector by 2024.
Nevertheless, there is so much more that
could be done. n
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Laying plans for next-gen cables

LAYING PLANS
FOR NEXT-GEN
CABLES
Offshore developers want to use 66kV
inter-array cables, but there’s a problem:
they aren’t yet commercially available.

H

ere’s a catch-22 situation for manufacturers. They won’t develop a product
unless they see demand, but they won’t
know if there’s demand until they make the
product available.

Manufacturers have
been reticent about
66kV cables because
developers haven’t
ordered them, but
developers haven’t
ordered them because
there weren’t available.

In recent years that has been the case
with 66kV inter-array offshore cables. The
Carbon Trust reported in 2011 that these
would only cost 12% more than traditional
33kV cables, but be able to transmit double the amount of power. It said this would
enable wind farm operators to save money by using fewer cables and substations.
But manufacturers had been reticent about
developing 66kV cables because developers hadn’t ordered them, and developers
wouldn’t order them because there were
none to buy. This is why the Carbon Trust

has given £400,000 of grants to develop
such cables.
In July, the Carbon Trust’s Offshore Wind
Accelerator (OWA) awarded contracts to
three cable manufacturers to develop and
commercialise 66kV inter-array cables. It
has given grants of £133,000 to support
the development of three designs, as well
as sharing the results from qualifications of
a fourth. The winners were:
• JDR Global, for a three-core 630mm2
copper conductor, wet design cable. The
term ‘wet design’ means the cable is suitable for deployment in harsh conditions.
• Nexans, for a three-core 630mm2 aluminium conductor, dry design cable; as well
as sharing the findings from its qualification

Laying cables at London Array

Source: London Array
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Other cable innovations
Improvements in cabling are of particular
importance to developers because they
account for less than 10% of a wind farm’s
cost, but lead to 90% of insurance claims.
Around half of cable claims relate to problems with installation, with other common
problems including badly-done repairs and
incorrect operation. Better protection for
cables is key.
This is why the Carbon Trust is carrying
out research into cable installation practices. It is working with consultancies Xodus Group, Cathie Associates and UTEC
Geomarine to look at how cables could
be better installed, and better protected
once installed.
The partners started a study last November to review whether the equipment that
is used to lay offshore cables is fit for purpose; and whether there the potential to

use a Burial Protection Index in order to
mitigate some of the risk of cable damage
when in use. The aim is, where possible, to
bury cables at shallower depths but with
the same protection.
Rhodri James from the Carbon Trust said
these steps could help developers reduce
incidents of cable damage, and therefore
reduce the costs of lost generation capacity and fixing repairs.
“Downtime in offshore wind is incredibly
expensive. The actual repairs themselves
cost more, and take a lot longer as, if
you’re stuck in a difficult weather window,
sometimes you can’t start repairs for a few
weeks or even longer,” he said.
The Carbon Trust is looking at the potential for spares clubs that could help to
reduce the time and cost of these delays.
of a three-core 630mm2 copper conductor, dry design cable.
• Prysmian, for a three-core 800mm2 aluminium conductor cable
Initial test results will be available in 2015,
with extended test programmes for some
cable prototypes due to be complete by
2017. The trust says that the plan would
help to cut up to £100m each year from
the cost of wind farms in UK waters.
The OWA is a collaborative research,
development and demonstration programme, which was set up in 2008 in association with nine major offshore wind
developers and funded by the UK’s Department for Energy & Climate Change,

Larger cables will be needed as projects
get further out to sea
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To read more about spares clubs and issues
with offshore transmission, read our report
‘Tackling Transmission’, published in April,
which is available on awordaboutwind.com
the Scottish government and private
partners. Its aim is to reduce the cost of
offshore wind by 10% by 2015, primarily
through product innovation; and deliver
new products that developers want.
Rhodri James, innovation and policy analyst
at the Carbon Trust, said the move from
33kV to 66kV cables is vital, as wind farms
and the infrastructure they require get
larger; and as they get further away from
shore so developers will want improved
reliability.
His position is supported by research with
global engineering firm Atkins, which studied the benefits of moving from 33kV cables to either 48kV or 66kV, with the latter
showing by far the biggest improvements.
It said that larger cables would mean fewer substations, reduced system losses, and
overall lower cable requirements — all of
which are seen as vital to help drive down
the costs of building offshore wind farms.
The move towards higher voltage arrays
also has an impact on turbine structures,
as they would need to incorporate higher
voltage equipment. But the need to use
more expensive, heavier transformers and
switchgear is mitigated by the savings elsewhere in the array.
The Carbon Trust has said that next-generation cables could help to shave 1.5% off
the total cost of offshore wind farms.

Source: North Hoyle by
Ingy the Wingy via Flickr

It may not seem like a huge saving, but
multiple small savings in various parts of
the process soon add up. n
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THE LIDAR
REVOLUTION:
ENHANCING
INVESTOR VALUE
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Lidar technology can help wind investors
to pick the right turbines for their project
and maximise energy production. Here is
how it can help you gain an advantage.
Alan Mortimer, is
Director of Innovation at
SgurrEnergy
www.sgurrenergy.com

O

ver the past 40 years the wind sector
has grown from a cottage industry,
where small windmills were built in garden
sheds, into a massive global market.
The sector now delivers turbines taller
than 100m, generates annual revenues in
excess of £40bn and, in some countries,
provides over a quarter of
domestic electricity needs,
according to the International Energy Agency. By
2020, wind is on course
to overtake hydro as the
world’s largest source of
renewable energy.

our understanding of the wind, as it turns
out, is still developing. Recent advances in
wind measurement techniques, in particular the emergence of lidar, are showing up
wind behaviour in a whole new light.
Lidar works by sending out infrared light
beams, and then analysing light which has
been reflected by small
particles in the air, such as
dust, pollen or water droplets, to determine wind
speed and direction. The
really revolutionary part
about this is that lidar tells
us how the wind is moving
at any point in time across
a whole flow field, potentially several kilometres
across, and not just at a single point as had previously been measured
using anemometers.

“With the success
of the wind
sector, you might
expect that wind
technology is now
fully optimised.
This is not the
case.”

With this sort of success
you might expect that wind
technology is now fully mature and fully optimised.This is not the case.
The design and efficiency of wind turbines
depends critically on our understanding of
the ‘fuel’ of these devices, the wind. And

SgurrEnergy is at the forefront of moves to
secure the full benefits of lidar. Measure-
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ment campaigns now centre on lidar as the
primary source of measurement, feeding
this information into the energy yield assessment for the project. Developers and
investors benefit from the reduced uncertainties that result from the comprehensive
measurement approach. This assessment
of lidar’s benefits is supported by rigorous
analysis.
In addition, information gathered during
the campaign also facilitates optimum design of the wind farm and, most importantly, informs the procurement specifications
for the turbines. This provides a degree of
contractual and commercial robustness
which previously has just not been achievable, and in turn reduces project risk.
The value of lidar to the industry is therefore immediately obvious:
• Turbine designs can be fully optimised for
minimum cost of energy
• Wind farms can be configured for maximum output and internal rate of return
• Wind farm operations can be optimised
to deal with real-time site conditions

19
• Risks and uncertainties are demonstrably reduced, increasing P90 and P70 yields
and investor value.
Those investors who embrace lidar technology, and the benefits it brings, will gain a
key competitive advantage. Lidar should be
integral to every measurement campaign
as the wind farm is developed, and the detailed wind characteristics measured must
then be integral to wind turbine design
specifications, and certification.
After construction, lidar should be used
to properly measure wind turbine performance against warranted levels, and to
optimise the operation of the wind farm
as a whole.
Lidar not only provides an opportunity to
know more about a given site, but also to
provide real and valuable data to fully understand the characteristics and behaviour
of the wind.
Without this essential understanding, we
can’t really know how well wind projects
will perform now and in the future. n

Will my project
perform as
expected?
When wind is the fuel, accurate
prediction is critical for reducing
production uncertainty.
We can help.
Vaisala – experts in measurement,
assessment, and forecasting for
the renewable energy industry.

www.vaisala.com/renewable
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OFFSHORE WIND:
THE RACE
TO 10MW
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The race to develop 10MW turbines will
drive change in all parts of the offshore
wind supply chain.

T

aller skyscrapers, faster cars, larger ships.
Every industry relies on businesses that
strive to make their products bigger and
better, and wind turbine manufacturers are
no exception.
By the end of the decade, one of the biggest
drivers of change in offshore and onshore
wind will be the move towards ever-larger offshore turbines, potentially including
10MW machines. Expansion to 10MW
won’t be straightforward, as our rundown

of key players shows (see boxes, pages 21
and 22). They are also unlikely to be widely
available by 2020 even if some are in testing.
The use of a 2020 deadline is also relatively
arbitrary, and only Siemens has revealed it
is working towards that timescale. However,
even the growth to 10MW turbines doesn’t
happen by then, it is inevitable that it will
happen at some time — and most likely
within the next ten years.

MHI Vestas 8MW prototype
installed in Denmark

It is highly unlikely that
10MW turbines will
be widely available by
2020, even if some are
in testing.

Source: MHI Vestas
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The 10MW contenders

After months of wrangling, French manufacturer Alstom in June backed the
$16.9bn acquisition by US giant General
Electric of its power and grid businesses.
As part of this deal, the businesses are
poised to form a joint venture in offshore wind, although this not has not
happened yet.

In November, Alstom concluded the installation of its Haliade 150-6.0MW turbine which was, at the time, the world’s
largest installed offshore wind turbine. It
is now taking steps to commercialise this
technology, and it would be no surprise
if 10MW is among the ambitions for its
Haliade platform.

The venture has also not committed to
a 10MW turbine — but we would not
be surprised if it does.

GE does not have the same track record
in offshore wind as Alstom, but it will be
keen to go toe-to-toe with German giant Siemens. Entering the 10MW race
would be a good way to do so.

US green energy technology firm AMSC
started to develop its 10MW SeaTitan
turbine in 2010, and it finished the design in 2012. This includes a high temperature superconductor generator, a
190m rotor diameter, and a hub height
of 125m. This would make it the largest
wind turbine in the world.

than generators using conventional technologies — has been tested in harsh offshore conditions by the US Navy. One
challenge for AMSC is that established
manufacturers are working on their own
big offshore turbines, and so it is difficult
to see who will prioritise the 10MW SeaTitan.

But the design has not yet got off the
drawing board. AMSC is seeking partners to help to build and commercialise
the turbine, although the generator —
which is significantly smaller and lighter

Little has happened in the last couple
of years, and there is little evidence that
AMSC will secure a deal it needs to
build on this plan. This is vital if it is to
maintain its early advantage in this race.

Manufacturers Areva and Gamesa announced in January that they planned to
create a 50:50 joint venture in offshore
wind, and signed binding agreements
in July. The €475m venture is set to be
formally established later this year, with
the aim of being a leading offshore wind
player by 2020.

The priority for the joint venture is developing 5MW and 8MW machines.
Areva is putting assets worth €280m
into the joint venture, including its operational 5MW turbine M5000 and its
8MW cousin; and Gamesa is contributing assets worth €195m, including its
greater onshore research and development expertise. However, if it is to
achieve its ambition of being a world
leader then a 10MW turbine must be
on its radar.

It is still early days for this joint venture
but a 10MW machine cannot be too far
from its thoughts.

This is not new territory. Clipper Marine,
a subsidiary of US manufacturer Clipper
Windpower, was working on a 10MW turbine. The company had planned to launch a
pilot of the scheme in 2011 but, in fact, the
project was put on hold that year after the
acquisition of Clipper Windpower by United Technologies Corporation in December
2010. The project has not re-emerged.
We have no doubt that manufacturers will
be able to overcome the technical challenges needed to get turbines to 10MW.
The industry has plenty of experience of
the challenges of developing larger turbines,
with average turbine sizes growing from
less than 1MW in 2000 to now more than
4MW. Manufacturers are also working on
turbines of up to 8MW, and will be able to
grow them further.
The growth to 10MW would put pressure
on all stages of the supply chain to innovate.
It means offshore wind would need larger
vessels, new types of foundations, and slicker
cable maintenance. These other parts of the
industry will need to invest in innovation so
they can keep up.
Georg Becker-Birck, senior consultant at
offshore wind project manager K2 Management, says that the move towards 10MW
turbines should not pose too many problems to vessel makers, as vessels will continue to get more specialised.
He says there are already vessels capable of
dealing with 8MW turbines, and so larger
machines wouldn’t be a problem: “It’s currently possible to handle 10MW, but due to
limited deck load you can load fewer turbines per transfer journey,” he says.

The growth to 10MW
would put pressure on
all stages of the supply
chain to innovate.
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The 10MW contenders

MHI Vestas — the tie-up between Mitsubishi Heavy Industries and Vestas — is
in the very early stages of planning a
10MW turbine. In July, it emerged that
Danish manufacturer Vestas wants permission from the Danish government to
test offshore turbines of up to 10MW -.
However, we should not get too excited
about this development. Vestas has said
the joint venture has no immediate plans
to develop 10MW turbines, and that its
focus is on the development of the Ves-

Of all the European players, it is German
giant Siemens that has set out the clearest plans for a 10MW turbine, which it
is seeking to bring to the market by the
end of the decade.The firm has said that
larger turbines are vital if the industry is
to drive down the cost of wind energy.
Again, that does not mean that 10MW is
the company’s current priority.
It is currently seeking to commercial-

Chinese manufacturer Sinovel continues
to face troubles, including the threat of
de-listing from the Shanghai Stock Exchange in May after having recorded
losses in two consecutive years. Despite
its difficult recent history, the firm has
continued to talk positively about building 10MW turbines.
It has even said that it has completed a
design for a 10MW turbine with backing from the Chinese Ministry of Science

tas 164-8.0MW turbine, where it has already received an order.
In July, Skovgaard Invest and Energicenter
Nord ordered four of the 8MW machines for the Velling Maersk onshore
project in western Denmark. This will
enable MHI Vestas to test its 8MW turbine onshore before taking it offshore.
This can only augur well if MHI Vestas
make the 10MW turbine its priority.

ise its 6MW direct-drive SWT-6.0-154
model, which it is aiming to have in commercial service by 2017. The company
installed a market-ready version of this
model at an SSE test site in Hunterston
in Scotland, which followed the installation of two 6MW turbines at Dong Energy’s Gunfleet Sands III last September.
The firm will then seek to upgrade this
to more than 7MW, and only then will it
turn its attention to a 10MW machine.

& Technology, and a prototype was expected by the end of 2015.
But, earlier this year, the company announced to the Shanghai Stock Exchange that planned to save $430m by
cancelling plans to build four new factories and reducing investment at three
oth-ers. This includes cutting funds to
the research centre that is working on
the 10MW machine. It will be tough to
win this race with those other worries.

22

“The newer vessels are catching up with
that, and we will receive designs for vessels that follow the large turbine trend. We
won’t have a gap, but we will have a project
installation or two where you have a notso-ideal vessel to do the installation with.”
Becker-Birck says the move towards these
larger turbines will put more of an emphasis on reliability and servicing as, if an 8MW
or 10MW turbine goes down, it would cost
the scheme owner several thousands euros
a day in lost generation and the expense of
repairing it.
Rob Grimmond, chief executive of offshore
cabling specialist Offshore Marine Management, says the move towards 10MW turbines increases the pressure on the industry
to improve its cable fault identification and
maintenance processes. He says that data
about cable breaks and failures is currently
inconclusive, and this makes it very difficult
to assess the risks facing their schemes.
This will have to change as cables get larger.
The cables needed to connect 10MW turbines to the grid have to be larger than
those currently being used, and this increases the risk to investors if one turbine goes
down.
Grimmond says: “What they’re saying is a
300MW wind farm requires thirty 10MW
or one hundred 3MW turbines. There is a
huge cost to this upgrade of megawatts and
you do need another size of cable. You’ll
have reduced [the number of] cables because you’ll have reduced [the number of]
turbines, but you do have a heightened risk.
If you have ten 3MW turbines and one cable breaks you may lose half of that productivity, but if you lose a 10MW cable then
that is 10MW gone.”
Investors will be aware of these risks and
seek to mitigate their exposure to them.
Firms across the supply chain will need to
invest in solving these problems, and those
that do so most successfully will be those
who gain a competitive advantage. This
arms race is only just beginning. n
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The American Wind Energy Association (AWEA) is the national trade association
for the U.S. wind industry – the country’s fastest growing energy industry.
With thousands of wind industry members and wind policy advocates, AWEA
promotes wind energy as a clean source of electricity for American consumers.

AWEA Wind Energy
Finance & Investment Seminar
20-21 October 2014 | The Roosevelt Hotel | New York, NY USA

Banking and financial leaders looking to invest in wind
energy projects and developers interested in securing
capital are convening this fall.
Join us in New York City to meet face-to-face and forge new relationships with
industry experts, learn what they’re looking for in wind energy investments,
and speak directly with representatives who are designing and inking
innovative wind energy deals.

Topics include:
•
•
•
•
•
•
•
•
•
•

Third Quarter U.S. Market Update Report
U.S. Federal & State Policy, Today and Tomorrow
Internal Revenue Service Guidance on Beginning Construction
Transmission Breakthroughs
M&A, Yieldcos
Project Debt
Tax Equity
Innovative Development Drivers: New Purchasers
Performance Edge: Optimizing Assets & Trusting Higher Capacity Factors
Crosswinds from Capital Markets

Featuring Keynote Speaker
Austan Goolsbee

Professor of Economics, University of Chicago Booth School of Business
Former U.S. Chief Economist, U.S. President’s Economic Recovery Advisory Board

Register today | www.awea.org/financewind
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Hack threat pops up in wind

HACK THREAT
POPS UP
IN WIND
Wind investors and operators are right to
be concerned about the threat of hacking,
but shouldn’t forget risks closer to home.

U

sing data to show how wind farms
are performing can help investors to
maximise the value of their assets. But these
connections can also open projects to external threats.

Hackers have, as yet,
shown little interest in
wind farms but, with
developers continuing
to build larger projects,
it will not be long.

The risk to energy companies was highlighted earlier this year with the revelation
that a group of Russian hackers called Dragonfly — or Energetic Bear — was hacking
into the systems of major power producers
and grid operators in Europe and the US. Its
aim was to disrupt energy supplies in target
countries, mostly oil and gas (see box).

The good news for wind investors is that
hackers have, as yet, shown little interest in
wind farms. But, with developers continuing to build ever-larger wind farms around
the world, it will not be long before these
schemes are treated the same as other
types of power plants.
The focus on external hackers should also
not mask the fact that companies are at as
much risk from known sources, including
commercial rivals and their own employees,
than those on the outside.

Table 1 - Top causes of data breach, 2013

Hackers

34%

Accidentally Made Public

29%

Theft or Loss of Computer or Drive

27%

Insider Theft

6%

Fraud

2%

Unknown

2%

Source: Symantec
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What is Dragonfly and how does it operate
Alan Neville, intelligence analyst at internet
security company Symantec, said Dragonfly
did not pose an immediate threat to wind
companies.
“We haven’t yet seen any evidence of them
attacking wind farms or wind turbines,” he
said, “but they do have the ability, if the industrial control systems (ICS) are used by
wind turbines. There’s definitely a risk but I’d
say that the group isn’t as interested in that
type of information as they would be with
oil or gas.”
Research from the firm showed that hackers accounted for one third of data breaches experienced by businesses in 2013 (see
Table 1). Other major causes were information was accidentally made public (29%) and
theft by either outsiders or insiders (33%).
Source: Yuri Samoilov via Flickr
Hackers at Dragonfly do not appear
to pose a risk for wind investors because they have focused more on the
oil and gas sectors.

victim’s computer. Symantec that the
hacking of legitimate website shows
that Dragonfly has strong technical
capabilities.

However, the ability of Dragonfly to
hack into the industrial control systems that help run wind farms and
turbines shows that operators must
be aware of new security risks; and
that companies must use this as a lesson to educate their staff.

Trojan software: The group has also
attacked legitimate software packages
and inserted malware into software
bundles that infect computers when
that package is downloaded.

Symantec said the Dragonfly group
has used three main approaches to
infect energy companies’ IT networks
with malicious software:
Spear phishing: These are spam email
campaigns where messages are sent
to selected employees and senior executives in target firms. These include
malicious PDF files with subject lines,
such as “The account” or “Settlement
of delivery problem”. If opened these
innocuous-looking emails infect the
computer with malicious software.
Symantec shows hackers are increasingly using these techniques to target smaller firms (see Table 2), with
personal assistants and media teams
those most at risk of targeted attacks.
It reports that senior management
teams are at a medium level of risk.
Watering hole attacks: These attacks
use compromised energy-related
websites, where hackers have implanted an iframe that redirects people to
another compromised website, which
then installs malicious software on the

When this malicious software is installed on victims’ computers then
it gives the hackers access to these
networks. Victims could be in the target companies themselves or in their
supply chain partners, with the latter
often smaller and have less secure IT
networks.
Alan Neville from Symantec says:
“[This] allows [the hackers] access to
the system, so they then have a foothold into the organisation and can
begin to explore the network. What
they’re actually targeting is employees
and people who operate these kind of
ICS devices, so they can find out more
information about the system.”
He adds that Dragonfly’s hackers
have also shown themselves adept
at knowing the ICS systems they are
hacking into. In the wind sector, these
could be used to shut off turbines.
It has not yet happened but, given
enough time, hackers will turn their attention to wind farms. When that happens we will find out how well-placed
the sector is to cope.

So far, wind companies have come under
most threat from those seeking to steal their
corporate secrets, with the ongoing legal
battle between US firm AMSC and Chinese
manufacturer Sinovel the highest-profile example.The dispute centres on allegations by
AMSC that, in 2011, Sinovel computer code
that run turbine control systems.
AMSC has brought four cases against Sinovel alleging data theft; and, in September
2011, a former AMSC employee, Dejan
Karabasevic, was sentenced after pleading
guilty for stealing the US firm’s software on
behalf of Sinovel. Karabasevic is alleged to
have copied the source code for AMSC’s
PM3000 software and sent it to Sinovel’s
technology manager Zhao Haichun and
research department deputy director Su
Liying,
The US company is seeking damages of
$1.2bn from the Chinese firm, and China’s
Supreme Court ruled in February 2014
that two of the copyright cases should be
heard in court. As yet, there is no end in
sight to this legal fight.
This is part of a high-profile battle with the
US against Chinese hackers. In May, the US
Justice Department charged five members
of China’s People’s Liberation Army with
hacking into the computer networks of five
US companies, which China has denied; and,
just last month, US hospital operator Community Health Systems claimed it was a victim of cyber attack from China where the
data belonging to 4.5million patients had
been stolen.
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Table 2 - Spear phishing attacks by size of organisation, 2011 - 2013
Number of employees

Businesses need to
treat their employees
and business partners
as carefully as they do
external hackers.

2,501+

251 to 2,500

250 or fewer

2011

2012

This demonstrates how businesses need
to treat their employees and business partners as carefully as they do external hackers, and put in place systems to protect
themselves. This includes identifying which
data is most valuable and only making it
available to those who require it, which
is not easy to achieve given that 80% of
firms’ data is unstructured — meaning it
is in formats like reports, contracts, emails
and other internal documents.
Specific blocks can be put in place to stop
people from copying data and sending it
outside the company, which is more effec-

2013

0%

20%

40%

60%

80%

100%

Source: Symantec

tive than expecting them to abide by codes
of conduct. If somebody is happy to share
vital data then it’s likely they’ll be happy to
break such a code.
Protection of intellectual property is a vital task for any company. With more data
available online than ever before, this also
means more protection will be required. n
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